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Abstract: Cloud computing are the most valuable innovations for business, research, development, etc., providing
cheap, virtual-services that will require expensive local hardware. With the availability of Cloud Computing we place
almost everything in the cloud, but what do we really know about its security. One of the security risks in cloud
computing according to Garfunkel is data intrusion. Privacy preservation of online data while offering efficient
functionalities has become an important and focused research issue. Encryption is one of the fundamental techniques
that manage the digital rights of any personal or other confidential information. In this paper we present a Privacy
preserved image recognition system on MSB encrypted face images performed using one time padding, followed by
Face image recognition with PCA-principal component analysis followed by SIFT- Scale invariant feature transform
on selected images. MSB encryption provides protection of image with low PSNR from un-trusted managing authority

cloud server. Whole face image recognition process performed in encrypted domain.
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I. INTRODUCTION

The cloud computing is used potentially to provide cost
effective, easy to manage, elastic, and powerful resources
over the Internet. The area cloud computing ensures the
capabilities of the hardware resources by optimal and
shared utilization. With the above mentioned and many
features encourage the organizations and individual users
to shift their applications and services to the cloud [5].
Even the critical infrastructure, for example, power
generation and distribution plants are being migrated to
the cloud computing paradigm. These services provided
by third-party cloud service providers entail additional
security threats [6]. The migration of user’s assets (data,
applications, etc.) outside the administrative control of
client in a shared environment where huge number users
are collocated escalates the security concerns.

The Technological advances in digital content processing,
production and delivery has given rise to a variety of new
image and signal processing applications in which security
(privacy) risks can no longer be handled in a classical or
traditional fashion. In most of the cases, security and
privacy risks may require the adoption of new image and
video processing services [1-3]. For this reason, the use of
cryptographic  techniques  (Encryption) in  image
processing applications is becoming increasingly common.

In this work, we propose an enhanced framework for
privacy preserving of image recognition in encrypted
domain. Biometric images are encrypted by using a fast
and robust cryptographic method based on one-time-pad
encryption using randomly generated numbers as key with
MSB. Encrypted images stored for projection on cloud by
PCA followed by SIFT on selected images based face
recognition process is applied on these images. This
method provides a fast and secure solution for private data
protection for biometric templates. At the same time, it
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forms an enhanced base framework for other image
processing applications on biometric data. It has been
presented successful application of face recognition
scenario and analysed the proposed framework in terms of
privacy protection and recognition performance.

Il. PROBLEM FORMULATION
A. System Architecture

As illustrated in figure. 1, we have considered a high level
system architecture of Privacy preserving Image
recognition in encrypted domain. At the core the system
consists of two parties client and cloud. Client may
represent an individual or enterprise, who owns private
and will to outsource the storage and computational
complexities to cloud. The task of client is to apply
cryptographic technique on image / ~ and retrieve cipher
image ‘C’ and upload it on to cloud specifically, to
maintain security against unauthorized access. Further the
client can retrieve relevant image in course of time by
sending query encrypted image.

Cloud: The expected image processing results from cloud
is a recognized image in encrypted domain. At the core
cloud consists of two entities: PCA to determine the most
discriminating features between faces images and SIFT to
generate key points and descriptors of query image and on
the results obtained using PCA.

B. Security Model

The consideration is the image | owned by client to be
private. The client’s goal is to protect the privacy of image
content, while enabling Cloud to execute Recognition
algorithms over it without decrypting. We consider in the
framework the Cloud to be honest-but curious and
independent to view the images, in our design the client
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encrypts the image all computations are performed in
encrypted domain.
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figurel: Overview of Overall System Architecture

C. System Design

Our ultimate goal is to design a privacy preserving face
image recognition system that support outsourced face
image recognition in encrypted domain. In particular we
have the following design goals:

Image content Privacy: As claimed in our proposed
system, the cloud entities should not get correct access to
the image content. According to the encryption strategies
[23] the MSB bit of each pixel is encrypted, the
confidentiality of image is protected when each pixel of
the image is encrypted. The Encryption of the proposed
system is given in Algorithm 1.

Algorithm 1 Encryption of MSB bits of Image

Input: The Input Image, | (M x N) Random number k;
Output: The Encrypted image | *;

Step1: For each pixel Vp(i, j) €1 do

Stepl.a: Convert pixel intensity value p(i, j) — b into
binary equivalent;

Stepl.b: Convert pixel intensity value K(i, j) —key into
binary equivalent;

Step 1.c: Pick MSB of b and MSB of key;

Step 1.d: ¢ =(MSB of b(8) ®MSB of key(8))

Step 1.e: C'=cb7b6b5b4b3b2b1;

Step Le:1'(i, j)=C";

Step 1.f: end for

Step 2: return encrypted image | *.

D. Face Recognition using PCA followed by SIFT
PCA contains three entities:

1.Database Creation: This function reshapes all 2
dimension images of the training database into 1
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dimension column vectors. Then, it puts these 1
dimension column vectors in a row to construct 2
dimensional matrix T".

2.Eigen face core: To determine the most discriminating
features between images of faces. This function gets a 2
dimension matrix, containing all training image vectors
and returns similar images as outputs which are
extracted from training database.

3.Recognition: All centered images are projected into face
space by multiplying in Eigen face bases. Projected
vector of each face will be its corresponding feature
vector. This function compares two faces by projecting
images to face space and measuring the Mahalanobis
distance between them the minimum distance is the
recognized image.

mahalanobis(u,v) = (U —v) > (U—V)" Where % is
the covariance matrix of the input Image 7’

1 &0 o By
ik ZE;(I = ) = 1%)

E. PCA followed by SIFT
SIFT contains three entities:

The first step in computing the locations of potential
interest points in the image by detecting the maximum and
minimum of a set of Difference of Gaussian filters applied
at different scales all over the image.

Upon, these locations refinement is performed by
discarding points of low gray intensity. An orientation is
then assigned to each key noted point based on local
image features.

At last, a local feature descriptor is computed at each key
noted point. Feature is considered to be matched with
another feature when distance to that feature is less than a
specific fraction of distance to next nearest feature.

In the proposed system the functionality of both PCA and
SIFT is combined to get the best recognition accuracy in
encrypted domain. The Algorithm 2 gives the design of
SIFT followed by PCA.

Algorithm 2: PCA followed by SIFT

Input: Encrypted dataset T, Encrypted Query Image Q
Output: Three Recognized Image;
Step 1: Apply PCAon T;

Step 2: Pick k- minimum distances images M by checking
Mabhalanobis distance measure with Q

Step 3: VI € PCA(result) recognized images from M
of step 2;

Step 3.a: Apply SIFT on last seven bit of pixel;
-1l
Step 3 b: Apply SIFT on last seven bit of pixel;

Q-Q
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Step 3.c: Measure the percentage of features matched:;
(1LQY) >R

Step 4: Maximum the percentage of match is the
recognized image;

Vol. 4, Issue 10, October 2015

F = Max(R)

Step 5: Return F a vector of three recognized images

I11. EXPERIMENTAL RESULTS

We conduct a thorough experimental evaluation of the
proposed system on ORL image dataset of 40 person
images for each person 10 images and unordered BiolD
face image dataset of 15 person images out of both
datasets for each person five images were chosen for
testing and remaining images for training of database.

Privacy and confidentiality of image is maintained using
MSB encryption with gives Less Average PNSR as
compared to other state of art method [23] Last seven bit
encryption. The plot of Average PNSRs for other state of
art method is shown in figure 2. Lower the PSNR less
identifiable is the image.

Average PSNR dB

m Average PSNR dB

8-bit bitwise XOR MSB XOR Last 7 bits XOR

figure 2: Average Peak signal to noise ratio

The structural similarity of image is best shown by
histogram figure 3 shows the histograms of images shown
by different encryption methods.

ireraes of Imasa

figure 3:a. Original image b. Full 8 bit encryption c. MSB
bit encryption d. last 7 bit encryption
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However, since our main objective is to perform the face
recognition in encrypted domain on MSB encrypted
images, which in practical case-complex to achieve due to
invisibility of structural features. Which is successfully
achieved using PCA followed by SIFT with Rankl
recognition accuracy of 86.6% at 0.3% FAR, Equal Error
Rate (EER=0) the ROC curve for recognition accuracy
with PCA, SIFT, and PCA followed by SIFT is shown in
figure 4.
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figure 4: ROC Curve

Roc Curve is plotted using on the results obtained from
PCA followed by SIFT results for face image recognition
in MSB encrypted domain. As seen from the ROC curve
AUC (Area under curve) is large area under curve
indicating high confidence level of result.

IV. CONCLUSION

With images being the most revealing data uploaded on
cloud need the security. One of the measure us of cloud
storage in large originations is to maintain the biometric
information which can be used for Data mining or cloud
owners or workers my querulously examine the images. In
this research work, it has been proposed to apply privacy
preserved image recognition in encrypted domain based on
MSB encrypted images and to achieve good recognition
rate with the use of PCA followed by SIFT base
recognition, Mahalanobis distance to perform similarity
check.

The Rank 1 recognition rate achieved is 85.7 % with 0.01
FAR. The experimental results show that the proposed
system is correct and effective for different images in ORL
face image dataset. As our ongoing work, we will continue
to research on Privacy preserving image detection
algorithms for effective utilization over encrypted data.
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